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3.01.04 After reviewing Appendix A and any additional secure handling requirements
communicated by the ISWG, if a University Community Member is uncertain of the appropriate
data classification for any University Data or suspects the incorrect handling of classified data, the
ISWG shall be consulted. Where a document, database, or other data resource contains
University Data of two or more data classifications, the secure handling requirements of the most
stringent data classification shall be applied.

3.01.05 If a University Community Member must apply specific information security requirements
imposed by an external body to University Data, such as those established by a research funder,
the University Community Member may apply these external requirements instead of the relevant
secure handling requirements outlined in this Policy provided that the application of the external
requirements does not result in less protection for University Data.

3.01.06 The secure handling requirements outlined in Appendix A are minimum standards that
may be exceeded.

3.01.07 Any variance to the secure handling requirements associated with a data classification
must be approved in advance by the ISWG.

3.02 Privacy and Security Review

3.02.01 The ISWG shall be notified to determine the requirements for a privacy and security review
when a University Community Member is planning to:

a) introduce a new product or service;
b) significantly alter an existing product or service; or
c) acquire, extend, or renew a software license

that involves Sensitive or Highly Sensitive University Data, excepting where the ISWG has
indicated that no such notification or review is required.

3.02.02 In respect of academic research projects that require a human research ethics application,
the UHREB will determine whether the project must undergo a privacy and security review.

3.02.03 Should the ISWG or the UHREB determine that a privacy and security review is required,
the University Community Member shall cooperate with the ISWG to complete the review in
advance of implementation of the product, service, software, or research project.

4.0 Relevant Legislation

The Freedom of Information and Protection of Privacy Act (Manitoba)
The Personal Health Information Act (Manitoba)
The Personal Information Protection and Electronic Documents Act (Canada)

5.0 Related Policies, Procedures and Institutional Documents

Acceptable Use of Information Technology Policy
Conftielated



* Responsible Conduct of Research and Scholarship Policy
e Sexual Violence Policy & Procedures

e Student Non-Academic Misconduct Policy

e Survey Policy

e University Records Policy & Procedures
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Sensitive e Anonymous, anonymized, or coded human research data that is deemed

sensitive (as defined above);
e Appeals, grievances, and investigations;
e Confidential 3" party business information;

< Information protected by solicitor-client privilege;
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Internal

Sensitive

Access:

0 need-to-know basis and revoked when leaving the unit;
Storage:

0 storage on a University approved network or cloud storage

system;

o for paper records, secure in a locked room or cabinet;
Transmission:

0 no requirements when transmitted over a secure network;

0 encryption recommended over unsecure networks;

o for paper records, protect against incidental reading; and
Destruction:

0 delete using an approved deletion program; and

o shred.
Access:

0 need-to-know basis and revoked when leaving the unit;
Storage:

0 storage on secure network required;

0 encryption required




0 encryption required,;
o for paper records, double locking required (e.g., locked room and
locked cabinet);
o0 clean desk policy required;
e Transmission:
0 encryption required over secure networks;
0 encryption required over public networks;
o for paper records, send in sealed envelope with “confidential”
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